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Introduction

The Reversinglabs Spectra Analyze enrichment app for Anomali ThreatStream is a set of pivot and
context-based enrichment functions that can be used to enrich threat hunting and analysis by introducing
new and unique insights into the security workflow.

It returns data transformations and enrichment visualizations from ReversinglLabs Spectra Analyze, a
powerful and versatile threat analysis platform, into Anomali ThreatStream.

Activating the app

.
L]
APP STORE

To activate the enrichment pack, click on the App Store in the ThreatStream top navigation bar and find the
ReversinglLabs Spectra Analyze app. After you do that, configure the app using your Spectra Analyze
account credentials. For this app to work, you need an active instance of Spectra Analyze reachable from
the Anomali cloud. In case you do not have such an instance, contact ReversinglLabs using the links
provided in the ReversinglLabs Contacts and Links section.

After making sure that you have a Spectra Analyze instance with an active user account, select the ‘I have
credentials” option and enter the following information:

e Spectra Analyze token - A token for using your Spectra Analyze instance’s API.
e Spectra Analyze host - The host of your Spectra Analyze instance.

e Verify SSL certificates - Set to “false” in case your Spectra Analyze instance does not have a valid
SSL certificate.

e ReversinglLabs sandbox platform - Set the desired sandbox platform that will be used in actions
which utilize dynamic analysis. See the Spectra Analyze documentation for available options.

After clicking the Activate button, a confirmation message will appear in the upper right corner. The
configuration is now complete.
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Premium Enrichment of

;|8 Spectra Analyze

ReversinglLabs Spectra Analy

ReversinglLabs Spectra Analyze Enrichment
and Transform apps for Anomali
ThreatStream.

Manage

REVERSINGLABS SPECTRA ANALYZE o

Set of Anomali transforms and enrichments for ReversinglLabs Spectra Analyze APIs. This integration uses multiple

transforms and enrichments to obtain malware data from the ReversingLabs Spectra Analyze platform and Spectra Analyze
transforms it into valuable threat hunting info.

Product Type Author Version
Premium Enrichment ReversingLabs 1.0.0 fopensource.org/license/mit
License Status
MIT Inactive
Credentials

Spectra Analyze Token

Spectra Analyze Host

Verify SSL Certificates

Reversinglabs Sandbox Platform

Cancel Activate
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Supported Observable Types

Pivot-Based Enrichments

ReversinglLabs pivot-based enrichments for Anomali ThreatStream support the following observable types,
grouped by the transform function:

Submit URL
e URL

List extracted files

e SHA-T hash
e SHA-256 hash
e MD5 hash

Reanalyze a sample

e SHA-T hash
e SHA-256 hash
e MD5 hash

Files found on IP address
e |Pv4 address

IP to domain resolutions
e |Pv4 address

URLSs hosted on IP address
e |Pv4 address

If an unsupported hash type is used as a hash observable, the transform function will not perform a
transformation, and an appropriate exception message will be returned. Check the Additional debugging
section for more information.

Context-Based Enrichments

ReversinglLabs context-based enrichments for Anomali ThreatStream support the following observable

types:
e SHA-1 hash
SHA-256 hash
e MD5 hash
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e Domain
e |Pv4 address
URL
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Usage

Pivot-Based Enrichments

Pivot-based enrichments are used to dynamically trigger actions over various types of observables.
Each type of observable displays only actions that were made for its specific type.

Example 1:

Trigger List extracted files on a SHA-1 hash. The result will consist of multiple hash observables.

3ee722bBdcaadf42b67102784fc0840b52f7230f
Import to ThreatStream

View Detail

Rewversinglabs Spectra Anal

Delete Selection
yze

Enrichments

ReversinglLabs

Search All

List extracted files

? Reanalyze a sample

Suggested Enrichments... »

Example 2:

Trigger URLs hosted on IP address on an IPv4 observable. The result will be multiple URL observables.

198.46.178.181
Import to ThreatStream

View Detail

Delete Selection ReversinglLabs Spectra Anal
yze

Enrichments

ReversingLabs

Suggested Enrichments..

Search All
Files found on IP address
IP to domain resolutions

URLs hosted on IP address
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Context-Based Enrichments
Context-based enrichments are displayed automatically when starting an observable investigation.

In the observable details page, click on the “REVERSINGLABS SPECTRA ANALYZE" tab to display them.

Depending on the observable type and the availability of threat intelligence for the given observable in the
ReversinglLabs Spectra Analyze, different enrichment tabs will be shown additionally.
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IPv4 address:

Enrichments

PASSIVE DNS (0) WHOIS REVERSINGLABS SPECTRA ANALYZE REVERSINGLABS SUGGESTED ENRICHMENTS...

Third party reputations

25 v 1-9of9items
Source Detection
crdf undetected
blocklist_de undetected
feodotracker undetected
cyradar undetected
apwg undetected
adminus_labs undetected
osint undetected
threatfox_abuse_ch undetected
cyren malicious

Third party statistics

25 v
Malicious Clean Undetected Total
1 8 9
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File hash:
In case the sample is present on your configured Spectra Analyze instance, the enrichment will display a
detailed sample analysis report:

Enrichments

REVERSINGLABS SPECTRA ANALYZE REVERSINGLABS SUGGESTED ENRICHMENTS...

Sample info
25 v
Classification. Classification rest Risk score Category Classification rea: File type File subtype ...  File size Extracted file cou Local first seen... Local last seen... SHA1
MALICIOUS  ByteCode-MSL.. 7 application antivirus PE Net Exe 807936 2024-08-13T0B... 2024-09-09T0%... 3ee722b8dca

AV scanner info

25 v
Scanner count Scanner match Scanner percent Vendor count Vendor match
29 20 68.97 19 15
Indicators
25 v 1-50f5 items
Description Reasons Priority Relevance
Contains IP addresses. Contains the following interesting string: 5.0.0.0 5 1
Detects/enumerates process modules. Uses the following .NET method name: GetExecuti... 3 0
Contains generic SQL database queries. Uses the following .NET method name: Read / Uses... 3 1
Enumerates user locale information. Uses the following .NET method name: get_Current... 1 0
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In case the sample is not present on your configured Spectra Analyze instance, the enrichment will display
a classification report:

Enrichments

REVERSINGLABS SPECTRA ANALYZE REVERSINGLAES SUGGESTED ENRICHMENTS...

The sample is not present on the Spectra Analyze instance. Classification and AV scanner info was returned instead.

Classification

25 w
Classification Risk score Classification result Classification reason Data source First seen Last seen
MALICIOUS 10 Win32.Virus.Zbot Antivirus CLouD 2024-09-10T09:43:41 2024-09-11T

AV scanner info

25 v
Scanner count Scanner match Scanner percent Vendor count
37 36 973 27

All context-based enrichments display static data formatted into multiple tables.

Additional Debugging

To find additional and descriptive error messages for unsuccessful actions, open the web browser’s
development tools by pressing F12 on the keyboard.

Navigate to the Network tab and view the Response section.

After performing an enrichment action, check the logged POST request JSON response and look for the
‘exceptions” and “messages” objects to see what went wrong in more detail.
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& LT Inspectar Console [ Debugger {1} Style Editor @ Performance Lk Mernory = Metwark 5 Storage T Accessibility
Tar Filker LIRLs
Status Method Domain File Cause Type Transferred Size 1
384 GET @ svlpartner-optic-uithreatstre.., D openhand.cur img octet-streamcached 32660 i
avlpartner-opticapithr tegration_|
ED GET @ swlparther-optic-api.threatstr.., fapifniuserdskeep_alive/ xhr json 2498 17 B
EB GET B spartner-opticapithreatstr.,. fapifdrdnotificationoken/T.,  xhr json 2B 62 B

Headers Cookies Pararns Response  Timings Stack Trace Security

Filter properties
= IS0
Message; SUCCe:s
w response: [
L1
transform_name: retrieve_mwp
transform_id: 254
w transfarm_result [..]
v L
status: 200

w json_data: {..}

¢ Reversinglabs File Reputation: The provided walue is not a valid hash
string: Incorrect length ar character set

entities: []
w messages: [.]
w0 L

messageText: Rewersinglabs File Reputation: The provided walue is not a
valid hash string: Incorrect length or character set

messageType: ERROR
sdk_type: anomali
dizplay_name: File Reputation
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ReversingLabs Contacts and Links

To request the credentials for the ReversinglLabs web services and any other product information, contact
your ReversinglLabs account manager or the sales department.

Useful links

Contact form https:/www.reversinglabs.com/cont

Other ReversingLabs integrations hitps:/www.reversinglabs.com/inte

Spectra Analyze https:/www.reversinglabs.com/prod
ucts/spectra-analyze

Version History

Date Version Author Comment

2024-09-10 1.0.0 Mislav Sever Initial document created.

ReversingLabs - Proprietary and Confidential Information 13


https://www.reversinglabs.com/contact-us
https://www.reversinglabs.com/contact-us
https://www.reversinglabs.com/integrations
https://www.reversinglabs.com/integrations
https://www.reversinglabs.com/products/spectra-analyze
https://www.reversinglabs.com/products/spectra-analyze

